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5.1 Leadership and commitment 5.3 Organizational roles, Responsibilities and authorities

7.1 Resources 7.2 Competence 7.3 Awareness 7.4 Communication 7.5 Documented Information




Update Asset List mp >> A.5.1.1 Policy for IS ,A.5.1.2 Review for the IS
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A12.1.3 Capacity management
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== A.12.1.4 Separation of development testing and operational environment
provisioning (Admir A.6.1.1 IS Roles & Responsibilities P P 9 P
A.9.2.3 Management of A.6.1.2 Segregation of duties
Privieged access nghtsf A.7.2.1 Management Responsibilities saslfiiaaty IS Policy sewitavitou
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secret authentication in . . _— i
formation of users A.6.1.3 Contact with authorities A..9.3.1 Use of Secret authentication Information
A.6.1.4 Contact with special Interest groups A.9.4.1 Information access restriction
A.7.2.3 Disciplinary Process 1 A.9.4.2 Secure log-on procedure
Y A.9.4.3 Password management System
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P g g
A.9.4.5 Access contral to program source code
ATl ATL.2 Cryptography
SaATIN Screening Terdm & o A.10.1.1 Policy on the use of cryptographic Controls
Condition . &l A10.1.2 Key management
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A.11.1 Secure Area

4

wiliduaiaan / Taugie
A..7.3.1 Termination or change of employment

FErinsviteuinisiidis Supplier

#wmsiide Supplier A.16.1 1Responsibilities & Procedure e

A.15.1.1 IS policy for supplier relationships A.16.1.2 Reporting IS Events Responsibilities

A.15.1.2 Addressing security within supplier agreements A.16.1.3 Reporting IS weaknesses A.8.1.4 Return of assets  >> A.11.2.7 Secure
A.15.1.3 Information and commu technology Supply chain A.16.1.4 Assessment of and decision on IS event disposal or re-use of equipment >> A.8.1.1
HNEREINMSSIaUIN_Supplier A.16.1.5 Response to IS incident A.8.2.1 User De —registration

A.15.2.1 Monitoring and review of supplier services A.16.1.6 Learning from IS incident

A.15.2.2 Managing changes to supplier services A.16.1.7 Collection of evidence By : Paramount Consultant Co., Ltd.

IT Support: A.9.2.5 Review of user access rights , A.9.2.6 Removal or adjustment of access rights , Infra (A.11.2 Equipment A.11.2.1 — A.11.2.6), A.12.2.1 controls against mal-ware
A.12.3.1 Information Backup ,A.12.4.1 Event logging , A12.4.2 Protection of log information ,A.12.4.3 Administrator & operation log ,A.12.4.4 Clock Sync ,A.12.5.1 Installation of SW on OS
A.12.6.1 Management of technical vulnerabilities ,A.12.6.2 Restriction of 5W installation, A.12.7.1 Information systems and controls

BCP:A.17.1.1Planning|S continuity ,A.17.1.2 Implement IS continuity, A.17.1.3 Verify review & Evaluate IS continuity / Redundancies A.17.2.1 Availability of information Processing facilities

Compliance : A.18.1.1 Identification., A.18.1.2 Intellectual property rights ,A.18.1.3 Protection of records, A.18.1.4 Privacy & protection of personally identifiable info, A.18.1.5 Regulation of Crypto
/ A.18.2.1 Independent review of IS ,A.18.2.2 Compliance with security policies and standards , A.18.2.3 Technical compliance review
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®  |TRSuEaMIiIiUA AeTesiues seyrmudilusesmsiifuinmsasaumen (Interested Parties)

LN TIATITHENEITUSUNTa929AnT (Context of the Organization)
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Security Controls)
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ac |THLWIUA (Procedure) 1329 MIdisasuaseeaufutoya (Backup and Restoration Procedure)
e |T19LUNUR (Procedure) 5ad madasmumaldussuuansauwme (Monitaring System Use Procedure)
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ab |THLUITA (Procedure) Fa9 MIaanstlowil#a1u (User Registration Procedure)
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ae |371uU{UR (Procedure) 523 msweuauawaummsiinuiurilsenivesansauwns (Information Security Incident Response Procedure)
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